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Objectives

1. To identify where and how risks and uncertainties arise in the SLC

2. To understand 

1) The difference between strategic and tactical risks.

2) Ways of estimating risks

3. To perform some risk management
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Contents

1. Events, risks and uncertainty

2. The traditional and systems approaches to risk management

3. Risk rectangles and why they should never be used

4. Risk profiles the benefits of using them

5. Preventing risks in the SDP

6. Managing uncertainty

7. Risks based on technology

8. Ways of estimating/measuring risks

9. Primary and secondary risks and why secondary risks must be 
considered

10. Contingencies and contingency plans
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Knowledge
 Lecture

 Risks and uncertainties

 Readings

 0502 Systems Engineering (SE) Chapter 7 An introduction to managing risk and uncertainty over the 
project life cycle

 0503 FUSE Chapter 10, Systems engineers are from Mars, software engineering are from Venus.

 How easy it is to miscommunicate and not realize it

 0504 SE Chapter 19, Jumping to the wrong conclusions: A case study on optimizing a postgraduate 
learning environment.

 How easy it is to go wrong

 0505 Malotaux N., Controlling project risk by design, Aug 2018, https://www.malotaux.eu/doc.php?id=5

 0506 Barnard A., Reliability Engineering: Value, Waste, and Costs, INCOSE International Symposium, 
2016, posted with permission 
(https://www.researchgate.net/publication/308092972_Reliability_Engineering_Value_Waste_and_Costs
)

 Exercises 
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Topics

 Definitions

 Risks and uncertainty

 Risk management

 Risks in the SDP

 Managing uncertainty

 Risks based on technology

 Estimating/measuring risks

 Primary and secondary risks

 Contingencies and contingency plans

 Exercises

 Summary
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Events and Risks

 An event

 Something that happens that has a some impact (positive or 
negative) on the system or the system development process

 A risk 

 A future event that has a probability of occurring (might happen) 
which could have a negative impact

 An opportunity

 A future event that has a probability of occurring (might happen) 
which could have a positive impact
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Definitions

 Risk Management*: a software engineering practice with processes, 
methods, and tools for managing risks in a project. It provides a 
disciplined environment for proactive decision-making to: 
 Assess continuously what can go wrong (risks)
 Determine what risks are important to deal with
 Implement strategies to deal with those risks

 Risk Statement: a concise articulation of a program condition leading to 
risks, with one or more consequences foreseen from that condition

* Van Scoy, Roger L. Software Development Risk: Opportunity, Not Problem. Software 
Engineering Institute, CMU/SEI-92-TR-30, ADA 258743, September 1992.
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Risk and uncertainty*

 Uncertainty: The lack of complete certainty, that is, the existence 
of more than one possibility. 
 The "true" outcome/state/result/value is not known. 

 Measurement of uncertainty: A set of probabilities assigned to a 
set of possibilities. 
 Example: "There is a 60% chance this market will double in five years" 

 Risk: A state of uncertainty where some of the possibilities involve 
a loss, catastrophe, or other undesirable outcome. 

 Measurement of risk: A set of possibilities each with quantified 
probabilities and quantified losses. 
 Example: "There is a 40% chance the proposed oil well will be dry with a loss 

of $12 million in exploratory drilling costs". 

* Douglas Hubbard "The Failure of Risk Management: Why It's Broken and How to Fix It, John Wiley & 

Sons, 2009 cited in Wikipedia
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Decision table for known outcomes of actions*
Certain Uncertain Certain

Probability of 
occurrence

0% (will never 
happen)

< 100% (might happen)
100% (will always 

happen)

Desired
Need to 

conceptualize an 
alternative action

Opportunity that should be 
planned for, depending on 
probability of occurrence

Preferred outcome

Don’t care Ignore
Opportunity that might be 
considered depending on 
probability of occurrence

Opportunity that could
be taken advantage of

Undesired Can be ignored

Risk that should be mitigated 
depending on probability of 
occurrence and severity of 

consequences

Outcome that must be 
prevented or mitigated 
depending on severity 

of consequences

* HT Table 8.1
Desired = opportunity; undesired = risk
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Traditional approach to risk management*
1. Identify all the risks you can. 

 Review the WBS elements down to the level being considered and identify risk events.

2. Analyze each risk event to determine probability of occurrence and consequences/ 
impacts, along with any interdependencies and risk event priorities.

3. Plan mitigation actions and contingency plans. 

 Translate risk information into decisions and actions (both present and future) and implement 
those actions.

4. Track the risks. 

Monitor the risk indicators and actions taken against risks.

5. Control the risks by monitoring them and correcting deviations from planned risk 
actions.

6. Communicate the risks to the team and management. 

 Provide visibility and feedback data internal and external to your program on current and 
emerging risk activities

* [US] DOD, Program Manager’s Guide for Managing Software, Draft 0.4, 2001
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Later version of ETL Chart (almost) 
# Projects Last time Current Next

Expected Actual

1 Project Ho-hum Green Green Green Green

2 Project Oh oh Yellow -PB Green Yellow -P Red -P

3 Project Catching up Yellow -P Yellow -P Yellow -P Green

4 Project Replace manager Red -BS Red -BS Red -BS Red -BS

5 Project Very happy customer Green Blue Blue Blue

6 Project Completed Green Green Green N/A

7 Project Promote manager Red -P Yellow -P Green Green

8 Project Watch this person Yellow –BS Green Green Blue

9 Project No risk management Green Red -P Red-P Red -P

10 Project Took course in risk management Green Green Green Yellow -P

11 Project Manager doing risk management Yellow -P Yellow -P Yellow-P Yellow -P

* Systems Thinker’s Toolbox Figure 8.24, added since presentation

5-18Creating Outstanding Systems Thinkers

Colours are labelled for educational purposes (book is in black and white)
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Myths of risk management

1. Risk management is a separate activity from design and project 
management

 Reality it must be integrated in a holistic manner

2. Risk can be quantified as a single number
 The product of the probability of occurrence of a mishap and the severity of the potential outcome:  

 Traditional risk assessment matrix

 Project managers and decision-makers want simplicity when making high-risk decisions

3. Published project risk assessment models provide consistent and rationale 
measures of project risks

4. Projects with high cost-contingencies succeed and do not have cost 
overruns

5. Maintain risk registers for all the risks

 Reality, maintain 6-10 risks at each level, or ~7±2 (Miller’s rule)
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Characteristics of risks

 Risk concerns the future

 today & yesterday are beyond active concern 

 Risk involves change

 of mind, opinion, actions, places, etc.

 Risk involves choices

 how you make them

 Risk is unavoidable
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Stages of risk-based analysis
1. Risk identification

1) Identify potential risks and their effects.

 Failures (internal or externally induced)

 Product and process domains.

2. Risk analysis and classification

1) Assess the probability of occurrence and severity of each risk.

3. Risk elaboration

1) Elaborate risks to discover their potential root causes.

4. Risk reduction assessment

1) Define what must be done to eliminate or reduce each risk when 
the risk is identified.
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Risk identification

 Product and Process

 Start with a proposed failure (forwards)

 Infer the symptoms that could arise from that failure

 Start with a symptom (backwards)

 Deduce what could have caused it

 Failure modes are risks in the product domain

 Perspectives from the Generic HTP provide a set of 
generic risks for the class of system
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Risk Management (traditional approach)

 Organized method for

 Identifying and measuring risk 

 Selecting and developing options for addressing (mitigating) risk  

 An inherent part of any sound management approach

 Proactive

 when risks are identified ahead of time

 Reactive

 ouch!

 Common feature

 problem needing solving
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Ways to mitigate risks and reduce costs

 Understanding the customer's real requirements
needs

 Planning ahead

 Controlling changes

 Applying lessons learned from the past

 …
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Exercise 5-11

1. Conceptualize at least 2 risks for the physical subsystems identified in Exercise 4-22

2. Conceptualize at least 1 way of mitigating each identified risk

3. Prepare a <5 minute presentation containing

1) The problem posed by the exercise formulated per the COPS Problem Formulation 
Template

2) This slide and the version number of the session

3) A representative sample of the risks and mitigation approaches

4) A compliance matrix for the exercise 

5) Lessons learned from exercise
4. Save as a PowerPoint file as Exercise5-11-abcd.pptx

5. Post/email presentation as, when and where instructed
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Exercise 5-12 knowledge reading
1. Prepare a brief on two main points in reading 0502 (< 5min)

2. Presentation to contain
1. Formulated problem per COPS problem formulation template
2. A summary of the content of the reading (<1 minute)
3. The compliance matrix
4. This slide and the version number of the session
5. A list of the two main points 
6. The two briefings
7. Reflections and comments on reading (<2 minute)
8. Comparisons of content with other readings and external knowledge
9. Why you think the reading was assigned to the module
10. Lessons learned from module and source of learning e.g. readings, exercise, experience, etc. (<2 

minutes)
3. Save as a PowerPoint file as Exercise5-12-abcd.pptx

4. Post/email presentation as, when and where instructed

5. Brief on one main point
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Exercise 5-13 knowledge reading
1. Prepare a brief on two main points in reading 0503 (< 5min)

2. Presentation to contain
1. Formulated problem per COPS problem formulation template
2. A summary of the content of the reading (<1 minute)
3. The compliance matrix
4. This slide and the version number of the session
5. A list of the two main points 
6. The two briefings
7. Reflections and comments on reading (<2 minute)
8. Comparisons of content with other readings and external knowledge
9. Why you think the reading was assigned to the module
10. Lessons learned from module and source of learning e.g. readings, exercise, experience, etc. (<2 

minutes)
3. Save as a PowerPoint file as Exercise5-13-abcd.pptx

4. Post/email presentation as, when and where instructed

5. Brief on one main point
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Any questions ?

1. Best

2. Worst

3. Missing
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Email: 
beyondsystemsthinking@yahoo.com
Subject: <class title> BWM Session #
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